Abstract-In this paper, we demonstrate that nanoscale phenomenon can be applied not only in device level but also in high layer applications, such as secure computation. We study the possibility of performing secure computation by building non-local machines based on quantum entanglement and nonlocality, which are phenomena available only at the nanometer scale. Comparing with classical secure computation algorithms, the security of this protocol is based on physical laws, instead of any unproven mathematic conjecture.
I. INTRODUCTION
Nanoscale materials are now used in electronic, magnetic, biomedical, pharmaceutical and many other physical layer or device level applications. Because of its comprehensive fields of research, nanotechnology can also be applied to many areas in computer science and electrical engineering. Besides, in addition to device level applications, nanoscale properties can be applied to some high level applications as well. For example, quantum key distribution (QKD) [2] guarantees to distribute the key with absolute security. Another example is Shor's algorithm [12] which can do large prime factoring in the order of polynomial time. In this paper, we show how nanoscale phenomenon can assist us to perform secure computations.
We may need secure computations in our everyday life. Consider the following scenario. Alice and Bob are dating and want to decide whether to continue their relationship. Although they want to know the result, neither of them is willing to reveal their intentions. This puzzle can be described as a problem of computing f (x, y) = x ∧ y securely, where x and y are single bits held by Alice and Bob (0 = not interested, 1 = interested). How can they decide whether to continue their relationship without revealing any unnecessary information? The answer is to apply secure computations by both parties. Building this kind of cryptography primitive is important since many applications often have to execute multiple comparisons of numbers that contain sensitive information users don't want to disclose. Although classically we could establish secure computation protocols using variants of public key cryptology whose security is based on hard mathematics problems, classical protocols will become insecure owing to the emergence of quantum algorithms like Shor's. Thanks to nanotechnology, quantum computing may help us to solve this problem. One nanoscale phenomenon called quantum entanglement has some precious properties we needed for achieving secure computations. In the following paragraph, we show that this problem can be solved in such a way that the security is based on physical phenomena, the nature laws, instead of unproven mathematical conjectures.
II. PRELIMINARIES
In a two-level quantum system, each bit can be represented by using a basis consisting of two eigenstates, denoted by |0 and |1 respectively. Any state can be represented as a linear combination of these two orthonormal eigenvectors as |ψ = α|0 +β|1 where α, β ∈ C and |α| 2 +|β| 2 = 1. To distinguish the system described above from classical binary logic, a bit in a quantum system is called a quantum bit, or qubit. Multiple qubits can form a quantum system jointly. For example, the space of a two-qubit system is the tensor product of their spaces. As an example, the joint state of two qubits is spanned by the basis {|00 , |01 , |10 , |11 }. In general, the space of an n-qubit system can be modeled as a 2 n -dimensional complex vector space.
A quantum system can be manipulated by unitary transformations called quantum gates. An example of quantum gates is the quantum NOT gate, For example, when a qubit |φ = α|0 + β|1 goes through a quantum NOT gate, the state changes to |φ ' = β|0 + α|1 . Another example is the Hadamard (H) gate, which changes |0 → (|0 + |1 )/ √ 2 and |1 → (|0 − |1 )/ √ 2. An important example of two-qubit gates is the controlled-not (CN) gate. It consists of one control qubit x and a target qubit y and changes a two-qubit state from |x, y to |x, x ⊕ y . The basis of target bit will be inverted only when the corresponding part of control bit is in the state |1 . The CN gate swaps some parts of state |11 ↔ |10 and remains others unchanged. Similarly, a controlled-Hadamard gate transforms the target qubit by applying an H gate only when the control qubit is in the |1 state. Note that the single-qubit state described above exhibits an interesting phenomenon in quantum mechanics called superposition. When measuring the particle, the system is projected to one of its basis (i.e. either |0 or |1 ). The overall probability of getting a particular state is given by the absolute square of its amplitude. For example, if a qubit initially in the state |0 is measured along theẑ-axis, the outcome will be found in the state |0 for certain. If a Hadamard gate is applied before the measurement, there will be a 50% chance that the qubit is found in the state |0 and another 50% chance in |1 . However, if this qubit is measured along thex-axis, for 100% the qubit is in the state
(|0 + |1 ). Another interesting phenomenon in quantum mechanics is entanglement. Imagine that Alice and Bob share a two-qubit system in the state
where a and b denote Alice's and Bob's qubits. According to quantum mechanics, if Alice takes a measurement on her qubit a, the state of the qubit will collapse to |0 with probability 1/2. In this case, she immediately knows that qubit b must be |0 . In other words, once the measurement result of one qubit is determined, the state of the other one is perfectly correlated and can be instantaneously determined, no matter how far away Alice and Bob are separated. Similarly, if the result of Alice's measurement is |1 , the other qubit will also be |1 . This non-classical correlation among multiple quantum systems is called quantum entanglement, because they can not be written as tensor product of two separable states. It has been found that quantum entanglement to be extremely useful in some applications such like super-dense coding and quantum teleportation [3] . Entanglement is the most distinguished feature of quantum physics from classical physics. Consider a system of two distant qubits Q a and Q b held by Alice and Bob respectively. Let x 0 , x 1 and y 0 , y 1 denote their two choices of spin observables on Q a and Q b respectively. For example, x i and y i can be performing measurements along theẑ-axis orx-axis, with the outcomes encoded by +1 and −1. In this way, the expected values for these physical observables lead to
where x i · y i denote the expected values of the products of their outcomes. The inequality in Eq. (2) is true in any theory of local hidden variables and it conforms to the common sense of our daily life. However, it has been proved not true owing to quantum entanglement. This result is also known as the CHSH inequality [5] , parts of a large set of inequalities known generically as Bell's inequality [1] .
Popescu and Rohrlich have proposed a hypothetical machine [10] , also known as a PR non-local box. This machine takes two input bits x and y and returns two output bits a and b. The input and output are correlated as a ⊕ b = x ∧ y. This constraint between the input and output is essential and nontrivial. In fact, it was found this non-local box violates the CHSH inequality with a maximum value of +4 and can be used to solve the well known dating problem, as a two-party secure computation protocol. In our previous work [4] , we proposed a protocol to simulate a PR non-local box using a sequence of entangled qubits. The procedures of our protocol are briefly described as follows.
At first, Alice and Bob share 4-qubit entanglement as
where qubits x and a belong to Alice and qubits y and b belong to Bob. Alice and Bob then take measurements on qubit x and y respectively until both results are identical to their intention bits. Afterward, depending on their intention bits (x, y ∈ {0, 1}), they perform a quantum measurement along thexaxis if intention bit is equal to 0, and alongẑ-axis if the bit is equal to 1. The outcomes are recorded as their output bits a and b respectively. Both of them announce the outcomes and the function can be computed as a ⊕ b. The quantum circuit of the protocol of dating problem is shown in Fig. 3 . Note that, although there is a chance that this protocol does not terminate, as the number of repetition grows, the probability of unsuccess is very small. Basically, these serial trials are of a geometric distribution with parameter p, which is the probability of having a successful termination at the first trial. The expected value of the number of qubits used in this protocol is EX = 4 · ( It is noteworthy that, since all possible outcomes of each qubit held by both sides are unbiased, there will be no extra information available for any party to figure out the other's intention. As a result, the computation is secure as desired.
III. NON-LOCAL BOXES AND THEIR APPLICATIONS
In addition to the dating problem described above, there are more interesting applications which can be solved using twoparty secure computation. Consider the following scenario: two millionaires wish to know who is richer; however, they do not want to find out inadvertently any additional information about each other's wealth. How can they find the answer? Could we build another non-local machine with quantum entanglement to solve this problem?
The non-local box we've built in previous section is a classically nonexistent device simply with two inputs and two outputs. However, the correlation between the input and output is essential and non-trivial. It is unique up to local transformations of the qubits. We are now interested in all other possible combinations of non-local box and their applications. 
side for this moment. See Table I for deriving the degree of violation of CHSH inequality.
After building several blocks, we can figure out that the only way to attain the maximal violation (±4) of CHSH inequality is to put exactly one −1 (1) and three 1s(−1s) in the expected values (E.V.) fields after encoding. Furthermore, with backtracking techniques, coded results (C.R.), the product of encoded outcomes, must have the same value of the E.V. since both outcomes a and b are either 0 or 1 with equal probabilities; otherwise, the expected value field will have some zeros. See Table II , IV, V. 
The result presented here shows that the maximally nonlocality happens only on those logic operators whose truth table with only odd number of 1s in their columns. As a result, there are C Table III for comparison; the first 8 operators all are good candidates. The Non-local boxes (NLBs) and their potential applications as described as follows.
There are eight operators of x and y on the left-hand side which can be used for non-local boxes (NLBs). They are: T  0  0  0  0  0  1  1  1  1  0  0  1  0  1  0  1  0  1  0  1  0  0  1  0  1  1  0  1  1  0  0  1  1  0  0  1  1  0  0  1  0  0  1  0  1  1  1  0  1  0  0  1  0  1  1  1  1  0  0  0  0  1  1  1  0  1  1  0  1  0  0  1 F: contradiction operator, T: tautology operator
). x ∧ y (x · y) the AND operator: It can be used for building the well known "dating machine" or for situations needed the "unanimously agreement". 2). x ∧ ¬y (x ·ȳ) the GT operator:
It can be used as the "Greater Than" function for bit comparison which means x is (strictly) grater than y. 3). ¬x ∧ y (x · y) the LT operator:
It can be used as the "Less Than" function for bit comparison which means x is (strictly) less than y. 4). ¬(x ∨ y) (x ·ȳ) the NOR operator:
It can be used in such a scenario: A and B both are criminals; if none of them confessed, they will both be judged not guilty. 5). ¬(x ∧ y) (x +ȳ) the NAND operator:
It can be used for the traffic control on the intersections; either direction can pass, but not both (simultaneously). 6). ¬x ∨ y (x + y) the LE operator:
It can be used as the "Less than or Equal to" function for bit comparison which means x is less than or maybe equal to y. 7). x ∨ ¬y (x +ȳ) the GE operator:
It can be used as the "Grater than or Equal to" function for bit comparison which means x is grater than or equal to y. 8). x ∨ y (x + y) the OR operator:
It can be used when anyone's opinion is sufficient to let something happen; but for some reason, neither of them admits. Using this kind of secure computation, nobody else knows exactly "who signed this document?"Maybe Alice, maybe Bob, or maybe both. The 2), 3), 5) and 6) are also can be used for the Millionaire's problem. Also as you can see, the operators from 5) through 8) are the counterparts of operators from 1) to 4).
Afterward, on the right-hand side of the equation, there must be some operators which have two zeros and two ones in the column of their truth table for equal probabilities and
unbiased coded results. Besides, they must correlate to neither Alice's nor Bob's intentions x, y,x andȳ. Hence, for reaching the maximal non-locality without disclosing any unnecessary information, it only has two choices (C Furthermore, if we put the operators with only one 0 in the column of their truth tables on the left-hand side and put the ones with three 0s on the right-hand side, or in reverse, there will be more non-local boxes existed with less violation. In addition to those NLBs with maximal violation, there are actually C For example, we also noticed that the LE operator is equivalent to ¬x ∨ y ≡ x → y (if x than y) and the a XNOR b can be rewritten as a ↔ b (a iff b, if and only if.) That means the pair of the binary logical operators x → y = a ↔ b is also a non-local machine whose applications may be very interesting.
To conclude, PR-box is not the only non-local machine. The non-locality in the Boolean function AND is not unique. We have explored this topic and found that there are 48 out of a total 256 combinations of binary logic operator pairs are non-local comprising 16 ones with maximal violation of the CHSH inequality and 32 more with less degree of violation.
As shown in Table III , for maximal violation, either one member of the Group 1 or 2 can be placed on the left-hand side and one of the Group 3 must be put on the right-hand side. Group 1 and 2 are opposite to each other both in columns of their truth table and applications. And if we both choose one member each from Group 1 and 2 then place them to the different sides of the equation (or vice versa), we can get more non-local machines with less violation. Finally, if member of group 4 are used in either or both side, there is no non-locality.
It's noteworthy that Boolean functions NAND and NOR are also non-local boxes. Hence the universality of these gates can be applied as well. We then can use these universal functions to build any more complicated non-local machines.
Finally, by following our protocol described in previous section, one can use quantum entanglement to simulate any non-local machines. For example, by generalizing our method we can solve the Boolean functions such as f (x, y) = 0 if x = 0, y = 1, 1 otherwise.
which is also known as the millionaires' problem first proposed by [15] . The recipe is to design this non-local machine ((x ≥ y) = a ⊕ b) with the entangled state:
and one of the quantum circuit for solving this millionaires' problem is depicted as in figure 5. We now simulate a PR non-local box in a deterministic way using only 10 entangled qubits. The procedures of this quantum secure computation protocol are described as follows. 
